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. Type of protection 

Current state 

regulations and 

standards for the 

ICS systems 

Standard describing security 

Control over device / 

system or distortion of his 

work Whether lack of 

security allows 

free exploration 

and deepening of 

attack? 

Whether lack of 

security increases 

the unavailability 

of the system? 

Require

ment of 

applicati

on 

security 

Source 

due 

ISO 

27001/ISO 

27002 

IEC 

62351 

NIST 

800-53 

Whether 

lack of 

security can 

be used in 

remote 

attack? 

Whether 

lack of 

security can 

be used in 

local 

attack? 

188 
Information flow 

enforcement 
No 

 
x 

 
x 

  
x 

 

189 Passwords No 
 

x 
 

x x x 
  

190 System use notification No 
 

x 
 

x 
  

x 
 

192 
Previous logon (access) 

notification 
No 

 
x 

 
x 

  
x 

 

193 
Unsuccessful login 

attempts 
No 

 
x 

 
x 

  
x 

 

194 Session lock No 
 

x 
 

x 
  

x 
 

198 
Access control for 

mobile devices 
No 

 
x 

 
x x 

   

203 

User-based 

collaboration and 

information sharing 

No 
   

x 
  

x 
 

Audit and accountability 
         

205 
Audit and accountability 

policy and procedures 
No 

 
x 

 
x 

  
x 

 

206 Auditable events No 
 

x 
 

x 
  

x 
 


