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ABSTRACT: The Polish case study describes results of simulations of cyber-attacks on the Polish transmission system
of electricity and compares the economic and social impact of these attacks, assumed to occur in situations where the
system is working in normal operation, versus situations where standards are implemented as additional security
countermeasures and the same incident arises. This work analyses security measures defined in selected documents,
standardization, evaluates their effectiveness relative to attack scenarios, as well as implementation costs in comparison
to weight of potential losses resulting from non-implementation. On this basis, a list of recommended safety measures,
which guarantee high level of security and the highest level of return, has been prepared.
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